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https://www.health.gov.il/Services/ImportAndBusinessLicensing/ AMR/regitration/Documents/AMR_reg_guidelines.pdf
https://www.health.gov.il/Services/ImportAndBusinessLicensing/ AMR/Pages/default.aspx
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FDA-mm n»viac7 nynin 0¥onon 3.3

:MEDICAL DEVICE -»x97 mwon.3.3.1

http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/Overview/ClassifyY ourDevice/ucm051512.htm

: Medical Device Data System.3.3.2

http://www.fda.gov/MedicalDevices/ProductsandMedicalProcedures/GeneralHospital DevicesandSupplies/MedicalDeviceDataSystems/ucm251906.htm



https://www.health.gov.il/Services/ImportAndBusinessLicensing/AMR/regitration/Documents/AMR_reg_guidelines.pdf
https://www.health.gov.il/Services/ImportAndBusinessLicensing/AMR/Pages/default.aspx
http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/Overview/ClassifyYourDevice/ucm051512.htm
http://www.fda.gov/MedicalDevices/ProductsandMedicalProcedures/GeneralHospitalDevicesandSupplies/MedicalDeviceDataSystems/ucm251906.htm
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(23.9.2013) Mobile Device Applications — 0> o»X11 02w .3.3.3

http://www.fda.gov/medicaldevices/productsandmedicalprocedures/connectedhealth/mobilemedicalapplications/default.htm

CYBER SECURITY FOR MEDICAL DEVICES- mmn norv.3.3.4
(14.6.2013)

Content of Premarket Submissions for Management of Cybersecurity in Medical
Devices - Draft Guidance for Industry and Food and Drug Administration Staff
https://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/lUCM356190.p

df

:28.12.2016-2 0DY91 FDA-NY NADN NPXNIN

https://www.fda.gov/downloads/medicaldevices/deviceregulationandguidance/guidancedocuments/ucm482
022.pdf

Postmarket Management of Cybersecurity in Medical Devices Guidance for Industry and Food and Drug
Administration Staff

FDA Safety Communication: Cyber security for Medical Devices and .3.3.5
Hospitals Networks (14/6/2013)

http://wayback.archive-
it.org/7993/20170722144747/https://www.fda.gov/MedicalDevices/Safety/AlertsandNotices/ucm356423.ht
mhttps://www.fda.gov/MedicalDevices/DigitalHealth/ucm373213.htm

National Electrical Manufacturers — HIMSS/NEMA .3.3.6

Association/Healthcare Information and Management Systems Society

Manufacturer Disclosure Statement for Medical Device Security (MDS?) .3.3.7

http://www.nema.org/Standards/ComplimentaryDocuments/MDS2%20form%20HN%201-2013.xIsx
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http://www.fda.gov/medicaldevices/productsandmedicalprocedures/connectedhealth/mobilemedicalapplications/default.htm
https://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/UCM356190.pdf
https://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/UCM356190.pdf
http://www.nema.org/Standards/ComplimentaryDocuments/MDS2%20form%20HN%201-2013.xlsx
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https://www.boi.org.il/he/BankingSupervision/SupervisorsDirectives/DocL ib/357.pdf 2

http://mof.gov.il/hon/Documents/%D7%94%D7%A1%D7%93%D7%A8%D7%94-%D7%95%D7%97%D7%A7%D7%99%D7%A7%D7%94/mosdiym/memos/2006-9-06. pdf4 3

https://www.gov.il/BlobFolder/generalpage/tohag-dir/he/Cyber-Accessibility_0.pdf

http://www.google.co.il/url?sa=t&rct=j&q=&esrc=s&frm=1&source=web&cd=5&ved=0ahUKEwiivSew- 5
TZAhUEPsAKHchOAIsQFghDMAQ&url=http%3A%2F%2Fknesset.gov.il%2Fcommittees%2Fheb%2F material%2Fdata%2FH06-05-2007_13-39-
48_seifim.doc&usg=AOvVaw2cpcyqdXBUMsgl0z_17wmU



https://www.boi.org.il/he/BankingSupervision/SupervisorsDirectives/DocLib/357.pdf
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MVPI1/OPIN 9.1
a7pan 9.1.1
HIPAA 9.1.1.1
HIPAA - OMNIBUS .9.1.1.2
noYIN 9.1.2
PIYaAnmINy  9.1.2.1
(MY99VOIN 192 ,920) MPox  .9.1.3
PTYAnNmINY .9.1.3.1
02PN 9.2
ISO .9.2.1

o0oN oNpn  9.2.1.1

Clinical Laboratory Standards Institute - CLSI .9.2.2

AUTOO09-A:Remote Access to Clinical Laboratory Diagnostic .9.2.2.1

Devices via the Internet; Approved Standard

This document provides a standard communication protocol for instrument
system vendors, device manufacturers, and hospital administrators to allow
remote connections to laboratory diagnostic devices. The remote connections
can be used to monitor instruments' subsystems; collect diagnostics data for
remote system troubleshooting; and collect data for electronic inventory

management.

http://shopping.netsuite.com/s.nl/c.1253739/it.A/id.963/.f

AUTO11-A: IT Security of In Vitro Diagnostic Instruments and Software  .9.2.2.2

Systems; Approved Standard

This document provides technical and operational requirements as well as
technical implementation procedures related to security of 1VD systems
(devices, analytical instruments, data management systems, etc.) installed at a



http://shopping.netsuite.com/s.nl/c.1253739/it.A/id.963/.f
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healthcare organization.
http://shopping.netsuite.com/s.nl/c.1253739/it.A/id.955/.f

AUTO11 (Draft 2)—Information Technology Security of In Vitro Diagnostic .9.2.2.3

Instrument and Software Systems

.(12/11/72013) ¥ 12N NOMVN THON

$INIDT 1WA IND ,ONIDT NVWIN 9N - 72 Navy.10
FDA .10.1

$9995.10.1.1

—ONIDY NMWON YN NOIWN O Y95, FDA -0 namin vad , oNvn von .1
— DT NPNIDY NVIPYaN 1) ,Medical Device Data System (MDDS
(25.9.2013) Mobile Medical Applications

sMITIN

:FDA Medical Device — »x1949 99wany FDA-n n91350 .10.1.2

http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/Overview/ClassifyYourDevice/ucm051512. htm

,(machine) n»on ,(apparatus) 1>won (instrument) >3 »N X197 NwWon .10.1.2.1
wnwnn N (implant) Snw ,(contrivance) 9vax (contrivance) ypnn

or other ) NnYT ynwN N ,(iN Vitro reagent) 910 INND 19093 MPIPRID
including a component ) 901N 1N 2357 Y915 (similar or related article

:IWN (part, or accessory

official National Formulary, or the United States :2n75w .10.1.2.1.1

Pharmacopoeia, or any supplement to them

IN,DMINN DXANN IN,NONN DY PNIAX TONNI WIDWD Ty»n 10.1.2.1.2
,DINK NPNIN DTN ,NONN DY NYIN IX NOPN 2190 M972


http://shopping.netsuite.com/s.nl/c.1253739/it.A/id.955/.f
http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/Overview/ClassifyYourDevice/ucm051512.htm
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PN DO IN DTN 9N DY MISPND DI IN MANN DY Wavny Tyvrn 10.1.2.1.3
MY MYNNNI TPNYRIN INIVN NN PYN NN TUNY ,NINN
NYN NN YN, NINK 7N IN DTN ) OY IN G0N TIN 70D
PNIVNIN NNNX DY PWYND TN DY DININ NN NINAA

JYNUNIN

DRI NYWONY MINHNT .10.1.2.2

(Tongue depressor) w5 pmT.10.1.2.2.1

25528 .10.1.2.2.2

MY MY NPNN .10.1.2.2.3

N7ayN NYoONn .10.1.2.2.4

THND NIVOIN PNIAN TN .10.1.2.2.5

(CR-Computerized Roentgen ny»ap o) pvi7 Ty .10.1.2.2.6

NI YVINOY MIVNY DY .10.1.2.2.7

:NNPYIAN NITHNN .10.1.2.3

oM (Medical Device) 197 9>won P2 1772 Mnan .10.1.2.3.1

NANTI 09 DN MNNN FDA -0 qwN ©NRD

.(Drug) man/omo

TIYIN NN TIPOYI/TNYNIN WINPWN NIV NN .10.1.2.3.2
,ANN DY DXININ NN MYNNNI IN 1D MDY MYNNNI

.(Drug) NnoHn/0v Y95 7772 1IN ININN

:FDA-1n 79y »1990 Mwann »»o .10.1.3

http://www.fda.gov/medicaldevices/devicerequlationandguidance/overview/classifyyourdevice/default.htm
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DNIN XY D PYWON DY DINY D7) DXND 1,700-59 N0 P10 FDA-n .10.1.3.1
.(7panels”) ©INe MNOINN NPNIDY MNP 16-5
MNI VIDWN TARD 1NN DXPYWIN DY DM 020N 1,700-n TANX D5 .10.1.3.2
MIAPYI NN NN NOPWIN MO »ay (Regulatory classes) pro
NYAIP OXIIN TN DY 110N NN TYNN NINMVIAL DO IN TPNI MOPN
21 INDTI TYNN DY MY MNP DYYOIN NN
(general controls) m>»1 mApa—(Class 1) 1 7n7.10.1.3.2.1
(With Exemptions) 01w 5910 e
(Without Exemptions) 01 895 e
mpay (general controls) M5 mpa — (Class 1) 2 7 .10.1.3.2.2
(Special Controls) nytnymn
(With Exemptions) omva 551 e
(Without Exemptions) oo x9Y e
TN (general controls) M mnpa — (Class 1) 3 7ny.10.1.3.2.3
.(Premarket Approval) py»vw 070
DYIVN TONN NX (AN °2) NPTHIN PYINN THNYN MON )12°01N NN .10.1.3.3
1 719 M1y . PWond FDA-D 1IN NN H2PY 7N DY INN vITIin vy
NN YT 3 Nn72 0wond .510(K) 0990 »9Mm wATY 0709 KDY 24
mno nponn (PMA-PreMarket Approval Application) pyww o0
NNN NIPON .12 WHNYND IR D9IVNY 22X) PYINNY DN NDOIIN
NN NOMD 1 117 . PYINN TIVN PONR NNIN NYIAPA TRND 2IVN 1IN
DYPYINN NN L3 NN IDINY,INP YOPN PNDP0N NN DXDNNTN DI PYINN
N2 72N NIPON NN DXDINN
S PN NPT MNP .10.1.3.4
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http://www.fda.gov/MedicalDevices/DeviceRequlationandGuidance/Overview/ClassifyYourDevice/ucm051530.htm

Medical Specialty (Panels)
Anesthesiology
Cardiovascular

Chemistry & Toxicology
Dental

Ear, Nose, and Throat
Gastroenterology and Urology
General and Plastic Surgery
General Hospital

Hematology & Pathology

10 Immunology & Microbiology
11 Neurology

12 Obstetrical and Gynecological
13 Ophthalmic

14 Orthopedic

15 Physical Medicine

16 Radiology

O© 00 N o 0o WOWN P

M%7 MIPA2 2NN PITY 0V 99197 (Class 1) 1 1Y amonn Pwon .10.1.3.5

»on (Labeling) mvn (Registration & Listing) oy (300 P2) mv9on

, Quality System - nwyn> ,Good Manufacturing Practice) oo pn 1x»

L(MON PNVIAN NOIWN

FDA Medical Device — »X1949 79wan y15n navvn May FDA-n ny1mn .10.1.4
:Data System (MDDS)

AN N TNX PADY TYPNN NI MN (MDDS) »X197 7vwon y11n noyn .10.1.4.1

SV DMVNIN IN NPXPNN MNPY IN NIPA KDY 0NN DOVINOUNIN
: DMIVIPN DRI OPYIN

DNIDT VWO NN DY IINIVPYN NIayn .1

LNIDT NVWON INN) DY TPINIVPON NN .2

NINN NIIAND NNNX NMIANND ONIDT NVWIN MINMY IIPNIVPON NION .3



http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/Overview/ClassifyYourDevice/ucm051530.htm
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DTIN NP OLP DNNNA

ORI NV NN DY TPINIVPON SN .4

Y TN : 1N TMNIVPIN N NPINRYN 1IN, NN 51995 wy MDDS .10.1.4.2

DMYPN PN, DPWNN DTN, POININ P THN H1D) NNVYPND
DN NV DY IWPNA DWAD DTIVOY DXPYIN NOD NN T NITHN

DDOPN

NP IN TN PADY TYPNHN MXI9T Nwon i MDDS pwyn 198a .10.1.4.3

IR NPXPNINN

DRI NWINN NI NYIN NN DY IHINIVPON NOOND N NIayn .1
AW PN NI NV HY NPONIPETNND IN VNI MY NOY

CO2 1117230 PYon1 DN NADIND MIDIN DIV NT PYD ,NNNT

21999 DN NNNY DINMIN NN NITYNI NHIN DN

DYIVNI92 NPV RIY OPNIDT NWIN MIN DY OINIOPON MNNI NONX - .2
NMMNOVOMN NN NMIND NIDNN : VT .NWINN DY NPIRINVIPND N
9901 7Y NP NIMNND NPNIAY DTN NND MW

DRNNA NINND NNN NN ONXIDT NYIN MINI DY IINIVPIN NA0N .3
DMOVNT OMNM NPNHN MNN ,NONTD URIN WIAPIY MITHIND

.DDATNY 1MV D1HYIT DN NPIANY OXIMELEr WM 37y 1I8PY

NVONIVIPND HY MY RID IRIDT NWIN MNNI DY TINIVPOR SN .4
DVPTIPN NN NP MIDN : INTY ORI 7IWINI DIVNI N
N SV 0PN

097 1T »2>97 03 V51N NPNTH .MDDS 12K NN VNON 720N N .10.1.4.4

92PN YIRMN IN MY NI TWR) MINIIIN NIIYNI VINPY NYY) DNIY

DN NT2YN 79NN o2 0) MDDS Dyavn) 0PN YN .0 DY NYMIND

9012 XD IVIN MIN) OMI0N X NNVYPND O>IYN , 0TIy ,070)0NND

,NAS ;n1vINON N MTIPI ,D¥ANN,052N) : DIN MINDNT INN YD
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PV 010 NYTNN NV (CLASS 1) 1 1190 »x199 Mvon »wn MDDS .10.1.4.5

MIMNM MINN YW MmN Mynwnn .(premarket notification (510(K)).

(1N 2) MO9I1dN MY MIPA2 0NN P Ty MDDS nymina mnvon

DpPN N Y9N (Labeling) mvn (Registration & Listing) oy

nnvan noyn-Quality System - nwynd ,Good Manufacturing Practice)

(MN

FDA Mobile Medical Application — 4 »x94 vy FDA-n n91n .10.1.5

:(APPS)

NMYPN YPYIN) DDON DAYV DY MNNNN NN DIN DX TM) DMWY .10.1.5.1

D1ANNNM (ACCESSOries) DY) DIPAN DI NPNY DI DN .DINNR DT

NODIN DY NPWI IN DINNK DY ANYPN YPYIN IN DMION DMLY

.1OYM

Mobile apps are software programs that run on smartphones and
other mobile communication devices. They can also be accessories
that attach to a smartphone or other mobile communication devices,
or a combination of accessories and software.

DNV (Medical Devices) D»N)9T DX PYIN DIN DX DNV DIV
NADIN DM ,OPNIDT DXPYIN NITHINI OXTRY DX DNWY»
NNV MINT IN YNVINT TOWND NNIN NI Y PWIND (Accessory)

JNVONT TOYN ORI PYINY NTM

Mobile medical apps are medical devices that are mobile apps, meet
the definition of a medical device and are an accessory to a regulated
medical device or transform a mobile platform into a regulated
medical device.

FDA-N 1070 0»X1990 D9IV»N DX 915 nan Yy FDA-n byss 185 .10.1.5.2

SV NOPON MLP NXAPA NTPNRNND TNNTH DN 21717 NV DY
;DN 7PYIN HY NITIND DINYN DITM) DINIWY»
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IV VYN N8N INIDT PYIND NN IAND VIDOIWD OYTyYn .1
IN NI PYON by

2NVONT VYN NNNT ORI PYIND NTMI NNV OONN .2
NYAPS NMNAY DT DMNIDT DNV YNNAN NAMNN MK FDA-N NPOTN
X102 091020 OV NIY DYTIND NOIYN

FDA’s mobile medical apps policy does not require mobile medical
app developers to seek Agency re-evaluation for minor, iterative

product changes.

2y FDA-N 991019 99191 11270 NNNNN ,NNIN DININN NP DY .10.1.5.3

Y YN DM NWAIT KOS enforcement discretions Sv 7°50n

: FDA-D »1¥I-2 DT DI INOIPIDY DT

NOD INNNY J9IND DANN/DNINND NN DD DIVNNWHR/DIND DIYDN
, NPV MINY IN NPNIN DY NPION

LRIDIN DIANND INN DIPYD) PIRD DOVIVA DD DIIND DIPIDN
L2190 IN MNIDT 2NN WNIPN YTINID NOP NV DIPION

DN DIANN NNYPNL PN IN PNNY S TYND DIND DOY»ON
QRIDY MPY IPADY DMIVIN

PNIDT TP OIPOD HY MOVIVO MY DNIONN

MY MDIWN DY MIPRIVIN DMPY DIPOD IN DYNVNY D IWIND
JPMVPIR TIRIDT NIV IN TPWN 1IN

e Help patients/users self-manage their disease or condition

without providing specific treatment suggestions;

e Provide patients with simple tools to organize and track their

health information;

e Provide easy access to information related to health conditions

or treatments;

e Help patients document, show or communicate potential

medical conditions to health care providers;
e Automate simple tasks for health care providers; or
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e Enable patients or providers to interact with Personal Health
Records (PHR) or Electronic Health Record (EHR) systems.

$INIYY 1399 —2012 - 27YUNN NI 1Y PIN INN .10.2

NP NN PYIN VINYY ,)9NY DIOMNNNN AN 5 — 7N19 11y~ . 10.2.1
:111981-N70WUNN ,[WIN NON] DXNPIIN

NOYOND DOWITIN AWNND 1IN IN PYIN 1D PRI DI9OVY WHrwnn PYon

(1)

IN NIV XM DD IIN,IRAN MY — 7 PYINT T PANIYT ; NIND PYIN

SUNDIP NV YNRYNN NI ONDIIN NN NP VN PINYN PYIN

;MDNOVYA INN

SN MVTY  (2)

(3)

$INIDT T8 WH9Y 1IINA 922200 NN NNAY DINT DV — ) Navy. 11
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